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Use of this document

This document is intended as a guideline Fraud Response Plan that any charity can use to develop its own version. There are sections of text that need to be adapted to fit with the individual charity’s circumstances, such as where the document refers to named policies or job roles. Although there will be passages of text that can be left unaltered, any charity developing its own plan will need to examine the whole of the document to ensure that the final version adopted will be effective in the circumstances of the organisation.
1
INTRODUCTION
1.1 
Purpose and scope

1.1.1
Purpose
The purpose of a Fraud Response Plan is to reinforce an organisation’s approach to fraud by setting out ways in which employees or members of the public can voice their concerns about suspected fraud or corruption and to establish a framework for investigating and responding to any such events. The response plan should define authority levels, responsibilities for action, reporting lines in the event of a suspected fraud or irregularity and arrangements to ensure that when suspected frauds are reported, prompt and effective action is taken, and relations with the media are effectively managed. 
1.1.2
Scope
This document applies to all employees (temporary, fixed term, part-time or full-time) and volunteers and could be made applicable to third parties such as customers, agency staff, contractors, suppliers and partners.

1.2 
Definitions

1.2.1 There is no precise legal definition of fraud. The Institute of Internal Auditors have defined Fraud as:
‘Any illegal acts characterised by deceit, concealment or violation of trust.  These acts are not dependent upon the application of threat of violence or of physical force.  Frauds are perpetrated by parties and organizations to obtain money, property or services; to avoid payment or loss of services; or to secure personal or business advantage.’
1.2.2
This definition is intentionally broad. In addition to the obvious frauds involving theft of assets or the misappropriation of funds, the following are examples of the types of activity that should also be regarded as fraud:

· Manipulation or misreporting of financial information

· Misuse of the organisation’s assets, including cash, stock and other assets

· Deception, e.g. misrepresentation of qualifications to obtain employment

· Offering or accepting bribes or inducements from third parties

· Conspiracy to breach laws or regulations

· Fraudulent completion of official documents (e.g. VAT receipts)

· Theft from a customer or supplier

· Theft of intellectual property (e.g. unauthorised use of a brand name/logo, theft of customer data or product design).
1.3 
Policies

1.3.1
The organization’s governance arrangements seek to regulate the actions of Trustees and Staff to ensure that appropriate procedures are in place to prevent fraud. These procedures will be on the organisation’s intranet and may include:
· Whistleblowing policy

· The recruitment policy

· The travel and expenses policies

· The employment contract

· The employee handbook

· IT policies 

· Facilities policies
· Dishonest behaviour policy

1.3.2
Each department may have their own procedures which are designed to control activities, e.g. accounting procedures, operating procedures and manuals.

1.4 
Links to other useful resources
· Whistleblowing advice from Public Concern at Work – http://www.pcaw.co.uk/
· Institute of Internal Auditors (IIA) Fraud position statement –  http://www.iia.org.uk/knowledgecentre/iiamagazine/archive.cfm?Action=1&ARTICLE_ID=1008&ShowArticles=1 
· Fraud management resources – http://www.auditnet.org 
· “Managing the risk of Fraud” guidance from HM Treasury – http://www.hm-treasury.gov.uk./media/42E/E2/Managing_the_risk_fraud.pdf
· The Orange Book management of risk - http://www.hm-treasury.gov.uk./media/FE6/60/FE66035B-BCDC-D4B3-11057A7707D2521F.pdf 
· Association of Chief Police Officers -  http://www.acpo.police.uk/asp/policies/Data/cifas_whole.doc
· Police and Criminal Evidence Act (PACE) guidelines, 2005 revision – see code E: http://police.homeoffice.gov.uk/operational-policing/powers-pace-codes/pace-codes.html
2
COMMUNICATION
2.1 
Introduction

2.1.1 The effectiveness of the Plan depends on good quality communication at all stages:

· Any person(s) suspecting or uncovering and reporting a potential fraud need to be clear about how to communicate their concerns – see section 3;

· The person(s) to whom concerns are reported need to know who should be informed and at what stage;

· Investigators and managers need to ensure that everyone with a need to know is kept suitably briefed throughout the investigation and at the reporting, acting on findings and debriefing stages;
· Communication with any person(s) about whom concerns are raised needs to be conducted in accordance with the organisation’s HR policies ; and
· The person who raised concerns should be kept up to date, with due regard to confidentiality.

2.1.2
Communication lines should be clear and transparent, to encourage reporting and instil confidence that concerns will be followed up promptly and fairly. There will always be a balance to be struck between communication and confidentiality therefore those persons or categories of persons who need to know should be clearly identified at each stage of the Plan, so that assurances on confidentiality can be given where required.

2.1.3
The risks associated with inadequate communication include late or inappropriate action, loss of confidence on the part of employees, particularly those who have raised concerns, reputational damage and potentially breach of legislative or regulatory requirements.

2.2
Communicating with third parties

2.2.1
Third parties who may need to be alerted or informed might include the police (see section 4.8), regulatory authorities or stakeholders, insurers, legal advisors, external auditors and the Charity Commission. Established lines of communication should ideally already be in place with these parties, in particular with the police, to ensure that a timely and consistent approach is made and that, where necessary, the right information can be passed on to them in the early stages. The Plan should make clear who is mandated to communicate with these third parties, and under what circumstances.

2.2.2
Charities should be prepared for the fact that frauds may attract media attention and should decide in the Plan on tactics such as making press releases to pre-empt media speculation. Again, it should be clear in the Plan which employee will be mandated to deal with the press and what action any other staff contacted by the press should take, however charities will usually have a media response programme in place and any existing communication channels and procedures set out in this programme should be used where possible.

2.3
Ongoing communication/briefing (internal) 

2.3.1
Regular (as pre-defined in the Plan) verbal progress reports should be generated by the investigators and shared with relevant parties including Trustees on a need to know basis. Clear responsibility should be assigned for this.

2.4
Communicating outcomes 

2.4.1
Responsibility for communicating findings and actions to those involved and others who need to know should be set out in the Plan. Charities may wish to consider holding some form of debriefing once outcomes have been finalised, to ensure that proper closure has been achieved. See section 6 – Closure – for further information.
2.4.2
Consider how to communicate with the person who raised concerns. It may be necessary to manage expectations as it may not be possible to maintain confidentiality, for example if disciplinary action is to be taken or a prosecution sought. The organisation’s whistleblowing policy may give further guidance. 

2.4.3
Consider how to communicate with the person under suspicion – refer to HR policies.

2.5
Inappropriate communication

2.5.1
The Plan should make clear any form of communication that is considered inappropriate, for example: 
· discussing the case outside the charity
· confrontation between the person reporting the fraud and the suspected perpetrator(s) 
3
NOTIFYING FRAUD
3.1
Reporting and receiving suspicions

3.1.1
A fraud may first be uncovered in a variety of ways including someone (internal or external to the charity) blowing the whistle, ongoing control systems throwing up a disparity, or internal or external audit discovering a problem. It is likely that the charity will already have reporting channels in place for these situations set out in a whistleblowing policy or other incident management procedure and the Plan should encourage communication within these existing reporting channels. It may be helpful to reproduce the relevant sections of these policies, (especially any flowcharts showing reporting channels) in the Plan, or provide a link to the relevant documents. 

3.1.2
In the event that such policies do not already exist the charity should design appropriate reporting channels to be used by anyone who uncovers a potential fraud, and should ensure that these are clearly set out in the Plan. Reporting channels may need to vary depending on how the potential fraud is uncovered, for example it may be necessary to by-pass the line manager if he/she is implicated, however over-complication of reporting channels should be avoided where possible, to encourage individuals to raise their concerns. For this reason it is also suggested that the same channels be used regardless of the potential magnitude of the fraud, which in any event may be difficult to quantify at an early stage.

3.1.3
The officer(s) designated in the relevant policies should respond to all concerns raised through whatever route within an agreed timescale, acknowledging that the concern has been received, indicating how it will be dealt with including whether any initial enquiries have been made and whether any further investigations are planned, giving an estimate of time to providing a final response and explaining points of contact for support. Communication on these points should take place both with the person(s) raising the concerns and those implicated.

3.2
Guidance for individuals who suspect wrongdoing

3.2.1 Do:
· Stay calm – remember you are a witness not a complainant

· Write down your concerns immediately – make a note of all relevant details such as what was said in phone or other conversations, the date, the time and the names of anyone involved

· Consider the possible risks and outcomes of any action you take

· Make sure your suspicion is supported by facts, don’t just allege

3.2.2 Don’t:
· Do not become a private detective and personally conduct an investigation or interviews

· Do not approach the person involved (this may lead to him/her destroying evidence)

· Do not discuss your suspicions or case facts with anyone other than those persons referred to below unless specifically asked to do so by them

· Do not use the process to pursue a personal grievance

3.2.3 Remember:
· You may be mistaken or there may be an innocent or good explanation – this will come out in the investigation 

· The process may be complex and you may not be thanked immediately and the situation may lead to a period of disquiet or distrust in the organisation despite your having acted in good faith

3.2.4 Report your suspicions to:

Your line manager

· Generally your first port of call. Fraud prevention is their responsibility. They will know the systems, the people, what is at risk. They should know who to bring in.

A more senior manager
· If you think your manager might be involved in the fraud then you might consider going to a more senior manager. This will depend on the size of the charity and their accessibility. Approaching a trustee may be an alternative in some charities.

The internal auditor, HR manager or other relevant professional

· You should not allow people in the management line to dismiss your concerns.  If you still have them after reporting them to line management, then these are possibilities for onward reporting.

Use the organisation’s Whistleblowing Procedures (if they have them)

· These may be found on the charity’s intranet or staff handbook.

Approach the chair of the Audit Committee

· If there are no Whistleblowing procedures then most audit committees will have a duty to consider representations made to them as part of their terms of reference.

3.2.5 If all this fails there is another alternative. In the UK, Public Concern at Work is an independent charity which has played a leading role in putting whistleblowing on the governance agenda and in influencing the content of legislation in the UK and abroad. Its representatives can advise as to how to proceed (but are not an alternative process as they are purely advisory). Contact details are:
	Website
	
	http://www.pcaw.co.uk/


	Mailing address
	
	Public Concern at Work, 

Suite 306, 

16 Baldwins Gardens, 

London 

EC1N 7RJ

	Telephone (general enquiries and helpline):
	 
	020 7404 6609

	Fax:
	 
	 
	020 7404 6576

	Email:
	UK enquiries:
	 
	whistle@pcaw.co.uk 

	 
	UK helpline:
	 
	helpline@pcaw.co.uk 

	 
	UK services:
	 
	services@pcaw.co.uk 


3.2.6
Guidance for line managers:
· Listen to the concerns of your staff and treat every report you receive seriously and sensitively

· Make sure that all staff concerned are given a fair hearing.  You should reassure your staff that they will not suffer because they have told you of their suspicions

· Get as much information as possible from the member of staff. Do not interfere with any evidence and make sure it is kept in a safe place.

· Do not carry out an investigation yourself – this could hinder any criminal enquiry

· Report the matter immediately to the Internal Auditor or other person in the charity with responsibility for investigating fraud allegations

4
RESPONDING TO A FRAUD
4.1
Introduction

4.1.1
This Fraud Response Plan provides an outline of many of the areas that will need to be considered when investigating a large and complex fraud. Each fraud is unique and there may well be other areas to be considered; the Plan is to be used as a guide in developing a Fraud Response Policy. Similarly, for smaller less complex frauds, there will be parts of the plan that will not be applicable. Note however that what may seem a small case may be much larger. 
4.1.2
At the outset it is necessary to set up a checklist to be kept in the front of the fraud investigation file. Appendix 1 gives an example of the type of checklist you will need – at the end of the investigation this should be signed off by the director responsible for fraud investigation.
4.2
Immediate Action

4.2.1
A Fraud Response Team should meet as soon as possible. Membership of the Team will vary between organisations, but may include:

· Chief Executive

· Director of Finance

· Head of Internal Audit

· Head of Human Resources
· Departmental Director (ie where the fraud took place)

(Membership of the Fraud Response Team should be established as part of agreeing and signing off the Fraud Response Plan).

4.2.2
The Fraud Response Team should very quickly determine the following:

· whether an investigation is necessary

· who will lead the investigation

· any necessary additional resource to support the investigation

· any immediate need for police involvement

· a timetable for the lead investigator to report back progress on the investigation

· any additional support requirements (eg IT facilities, a secure room, secure fax and phone facilities, administrative support etc)

· any immediate need for legal advice

· any immediate need for external, technical support (eg forensics)

· any immediate need to establish a PR/media strategy for dealing with the case (both internally and externally)

· any immediate need to suspend staff; conduct searches and remove staff access (e.g. to files, buildings, computers/systems etc)

· any immediate need to report the potential fraud externally (e.g. Charity Commission, external auditors, other funders/donors, Customs and Revenue etc).

4.2.3
When it has been determined who should be the lead investigator, that person should prepare an investigation plan, which should be submitted to the Fraud Response Team for approval.

4.2.4
The Fraud Response Team should arrange to meet on a regular basis, to oversee progress of the investigation and to take major decisions relating to the case.

4.3
Key People
4.3.1
The Head of Internal Audit may lead most investigations. Where this is not the case, if there is a Head of Internal Audit, that officer should anyway be consulted and kept informed of progress at all stages of the investigation. If there is no Head of Internal Audit, the person chosen to lead the investigation should be appropriately experienced and independent of the activity affected by the alleged fraud.
4.3.1
The Head of Human Resources should lead on any decisions and action regarding staff suspensions and removal of access to files, systems and offices.

4.4
The Plan 

4.4.1
The objectives of the investigation should be documented and approved by the Fraud Response Team at the outset. Likely objectives would be to:

· remove the threat of further losses. (Note: in some cases it may be necessary to allow further losses, in order to gain additional evidence and increase the chances of successful criminal, civil, or disciplinary action) - see section 5.1

· identify the culprit(s)

· establish the facts surrounding the fraud and ascertain total losses

· obtain sufficient evidence for successful disciplinary, criminal, or civil action.

4.4.2
An Investigation Plan should be documented and approved by the Fraud Response Team. The Plan should be fairly short term, as developments in the investigation will invariably result in changes. It should show clearly what work/tasks need to be completed, by whom and by when.

4.4.3
The Plan may cover some or all of the following:

· actions to secure evidence. Normally, evidence should be secured in a way that will be least likely to alert the suspect(s) or others

· interviews to be conducted

· liaison with Personnel/Human Resources

· timetables for involving the police or other external experts

· handling internal and external communications

· analysis of evidence

· internal reporting (eg to Management Team, to Audit Committee, trustees etc)

· reporting to regulatory/government bodies

· target dates for reporting back to the Fraud Response Team.

4.5
Securing Evidence

4.5.1
In securing and handling evidence it should be assumed that all evidence may need to be presented in court and should therefore be treated accordingly. (Even if criminal or civil action is not planned, it is sensible to adopt this approach). 
4.5.2
Normally, all evidence should be kept securely under lock and key, with access limited to those working on the investigation. If necessary, locks to secure rooms should be changed. A record should be maintained of anyone handling evidence.

4.5.3
Evidence such as computer data, transferable media, videotape etc, should only be handled by suitably trained and skilled personnel. Where there is any doubt, professional/police advice should be sought. (Reference should also be made to the Association of Chief Police Officers - ACPO - Good Practice Guide for Computer Based Evidence, available on the ACPO website).

4.5.4
Where evidence, or other relevant information, is to be shared with another body, careful consideration should be given to the requirements of the Data Protection Act. Where there is any doubt, expert advice should be sought.

4.5.5
Evidence can take different forms and will need to be handled in different ways:-

Original Documents

· handle as little as possible

· put in protective folder and label the folder

· do not mark in any way

· assign responsibility to one person for keeping the documents

· keep a clear record of how and where the documents were obtained

· keep a record of anyone who subsequently handles the documents

Computer Held Data/Transferable Media

· keep secured in an appropriate environment

· data should only be retrieved from computers by those who are technically qualified

· consult the ACPO guidance relating to computer based evidence

Photocopied Documents

· in some cases it may be preferable or necessary to leave original documents in situ and take photocopies for further analysis and investigation

· photocopies should be clearly marked as such

· photocopies should be signed and dated, and certified as a true copy of the original

Video Evidence

· keep secured in an appropriate environment (e.g. protective bag)

· videos should not be viewed until technical and legal advice is sought (i.e. so that they can be treated in accordance with the rules of evidence).

4.5.6
There are potential external sources from which evidence or information to support an investigation can be gained. These include:

· publicly available (e.g. register of electors, companies house)

· internet (e.g. Charity Commission, web site searches)

· statutory bodies (e.g. Customs & Revenue to check validity of VAT numbers)

· privately (e.g. suppliers, volunteers), although this must be done with great care

· peer organisations (e.g. for data sharing and matching). Where data is shared, a record must be maintained of all information released. The requirements of the Data Protection Act will also need to be considered.

4.6
Employees Under Suspicion

4.6.1
The key factors in deciding to suspend staff will normally be prevention of further losses and removal or destruction of evidence. In some cases, it may be preferable to not suspend even at the risk of further losses (eg to gather further evidence). See section 5.1

4.6.2
Any employees under suspicion who are allowed to remain at work should be closely monitored. This may include: physical surveillance of movements, monitoring of IT usage, monitoring of telephone, email and internet usage etc. (Note: it may be advisable to seek legal advice regarding the use of surveillance techniques, to ensure compliance with the Regulation of Investigatory Powers Act).

4.6.3
Other matters to consider include:

· a review of staff records (eg to check references, employment history, qualifications etc, but with due regard to Data Protection Act)

· searching the suspects work area; desk, cabinets, files, computer etc

· restricting access by the suspect to files, computers etc.
4.7
Interviews/Statements

4.7.1
Working to the principle that any evidence collected may need to be presented in court, all interviews (including the taking of statements) should be conducted using the principles of PACE, whether or not such interviews are being carried out under caution. If necessary, seek legal/police advice. 
4.7.2
Interviews should only be carried out with the approval of senior management/the Fraud Response Team.

4.7.3
Early consideration should be given to police involvement, or consultation.

4.7.4
There are strict rules relating to tape recorded interviews (PACE Code E) and investigators must be suitably skilled and experienced, where these are used. Guidelines can be found at: http://police.homeoffice.gov.uk/operational-policing/powers-pace-codes/pace-codes.html
4.7.5
If a criminal act is suspected then the requirements of PACE must be considered, as compliance will determine whether evidence is admissible in criminal proceedings. The police should be contacted for advice and/or involvement.

4.7.6
Ideally, statements should be taken from witnesses using their own words. The witness must be happy to sign the resulting document as a true record – the witness can be given a copy of the statement if desired.

4.7.7
It is very important to keep contemporaneous notes on file, in the event that they are needed for future reference (eg court, tribunal, disciplinary hearing). Such notes should always show: date of interview; time started; time finished; and, be signed and dated by the interviewer.
4.8
Police

4.8.1
At some point a decision will need to be made as to whether the case is reported to the police. It may be organisational policy to report all frauds and thefts to the police, but there needs to be an element of realism as to the likely extent of police involvement. (The ACPO website provides guidance on what is likely to be accepted by the police and the information that will need to be submitted). For large-scale frauds, it may be appropriate to ask the police to attend meetings of the Fraud Response Team.

4.8.2
Prepare an “Evidence Pack” that can be handed to the police at the time the fraud is reported. The Evidence Pack should include a summary of the fraud, highlighting (where known) the amount, the modus operandi, and the location, and including photocopies of key supporting documents and contact details of the person leading the investigation. Remember to keep a photocopy of everything that is handed to the police.

4.8.3
All contact with the police should be channelled through one person (ie the person leading the investigation). A record should be maintained of all contacts with the police, the details of the officers, and the crime reference number.

4.8.4
Consider seeking the advice of the Crime Prevention Unit regarding measures to prevent further losses.

4.9
Administration

4.9.1
Careful administration of the investigation is of vital importance. A disordered investigation, without clear records and logs of events, communications, key dates etc, will cause problems at any court hearing, employment tribunal, or disciplinary panel.

4.9.2
Maintain a chronological record of all events on a main file. This should include all correspondence, telephone calls and emails made and received, interviews, visits, tests/checks undertaken etc.

4.9.3
Maintain a list of all contacts (eg internal, police, charity commission, solicitors, donors/funders, peer organisations, government bodies, technical advisers).

4.9.4
Maintain a list of emergency contact numbers and ensure that this is shared with all those on the list (eg Chief Executive, solicitor, Head of PR, Head of Human Resources, Head of Internal Audit etc).

4.9.5
Maintain a log of anyone who handles evidence obtained, including the police.

4.9.6
Consider whether there is a need for: dedicated administrative support; dedicated phone and email address; secure fax machine; secure room etc.

4.9.7
Do not keep any unnecessary records or copies. Carefully shred any papers that are not needed (e.g. extra copies of progress reports).

4.9.8
Establish internal and external communication protocols. Discourage the use of email to communicate sensitive information; opt for double-enveloped post. Where email is used for communication, consider entering subject names that have no direct link to the investigation.

4.9.9
Provide update reports as appropriate (e.g. Fraud Response Team, Audit Committee, regulatory bodies, external auditors).

5
ACTIONS

5.1
Prevention of Further Losses

5.1.1
Once actual or potential losses have been identified it is important that effective and timely action is taken to prevent further losses. It may however be decided that a better standard of evidence can be obtained by allowing limited further losses. See section 4.4.1. 
5.1.2
The person in charge of the investigation should, at an early stage in the process, complete a preliminary assessment of the potential for further losses and how best to prevent them. He should make recommendations to senior management as to what if any immediate actions are necessary. 

5.1.3
Actions taken at an early stage may have to be circumspect so as not to alert suspects who have yet to be suspended or cautioned. It may also be important not to lose or compromise the forensic value of data by precipitate action. It may nevertheless be necessary to act quickly e.g. to stop salary payments to suspects who are to be dismissed. 

5.1.4
As the investigation continues, and more information emerges, further recommendations for action may be needed. At the end of the investigation Internal Audit should review all the actions taken to prevent further losses and to report on this in the Review of Findings (Section 5.4). 

5.2
Recovery of Losses

5.2.1
Once the size of the fraud, and the identity of the perpetrator(s) has been determined management must consider whether or not any of the loss can be recovered and take any further action that is necessary.

5.2.2
Reimbursement by the Perpetrator:
During the investigation:

· An individual may, in the course of an investigation, offer to repay the amount that has been obtained improperly.  The person in charge of the investigation should neither solicit nor accept such an offer (as it may be construed as having been obtained under duress). Any offer made should be recorded and the individual referred to the relevant Manager or HR Manager.  

Following completion of the audit investigation: 

· If an offer of restitution is made while disciplinary or legal proceedings are still under way, management must seek legal advice before such an offer is accepted.

After completion of disciplinary proceedings: 

· Where a member of staff is to be dismissed, the manager should consider recovery of amounts due from any outstanding salary or expense payments. It may be necessary to take legal advice about the Organisation’s right to do this if this is not clear in the employee’s contract of employment. 

5.2.3
Court Order

· Where a criminal case is taken against an individual a formal claim for restitution should be made through the Police.  Any monies due will be recovered via a Court Order.

5.2.4
Civil Action

· Funds lost due to fraud can be recovered from the perpetrator by suing them for damages. If this approach is successful the perpetrator will also have to pay the charity’s legal costs. It is however important to remember that the person being sued may be unable to make the repayment. In situations in which repayment is unlikely senior management approval should be obtained before additional legal costs are incurred. 

· The level of proof required in civil cases is lower than that required in criminal cases. If there is a good chance of recovery management may well regard bringing a civil action as a more effective use of their time than trying to persuade the Police to investigate the case and then recommend it to the CPS.  A civil action can still be brought even if a criminal prosecution has failed. If a criminal prosecution is successful a civil action may be necessary to force the person convicted to repay the sums stolen.

5.2.5
Commercial Negotiation

· Where the fraud has been committed by the employee of a contractor or supplier all or part of the loss may be recoverable from the business concerned. It may be possible to reach an agreement that the loss can be deducted from any outstanding debts or that additional goods/services will be supplied free of charge. 

· Third parties may want to agree a negotiated settlement in order to retain the goodwill of their customer and/or to avoid damaging publicity and legal costs. They may subsequently be able to recover these costs from their employees or their insurers. 

5.2.6
Insurance

· In certain circumstances it may be possible, at the completion of the investigation, to make a claim against the organisation’s fidelity guarantee insurance policy.  The person who led the investigation should provide the insurers with any information that; is required to substantiate a claim, or to support an attempt by the insurers to secure recovery from the perpetrator.
5.3
Reporting

5.3.1
Every investigation of suspected fraud or financial irregularity should result in a report written by the person who led the investigation. This should be done regardless of whether any members of staff are dismissed or prosecutions made.

5.3.2
The report will record, the scale of the fraud, when and how it was perpetrated and by whom. In addition the report will record; what action has been taken against the perpetrator, the actions to prevent further similar losses and to recover what has been lost. It will also usually be pertinent to note how the fraud was detected and whether or not existing controls were effective.

5.3.3
The report will be issued to the Chief Executive; the relevant Director; the Trustee who chairs the Audit Committee or is responsible for Internal Audit (if the loss is significant) and the Head of Finance. A copy should also be made available to the External Auditors. 

5.3.4
Since the report may be used internally for disciplinary hearings or externally for civil or criminal proceedings, conclusions and opinions should be substantiated by evidence and any defamatory statements should be avoided.

5.3.5
It is important to strictly limit the distribution of the report. Copies will not be provided automatically to suspects or their representatives. However if a disciplinary hearing takes place the individual and their representative will be entitled to receive a copy.

5.4
Review of Findings

5.4.1
The findings reported by the person in charge of the investigation should be reviewed by relevant managers and Trustees. If the fraud was significant the findings should be discussed by the Audit Committee.

5.4.2
The Trustees and Senior Managers should satisfy them that, so far as is practically possible, that a similar fraud could not occur again and /or the amount of potential loss minimised, the perpetrators have been properly dealt with and recovery has been pursued robustly.

5.4.3
Managers and supervisors should be disciplined if they have not properly enforced existing controls and procedures.


5.5
Action on Findings

5.5.1
Any actions arising from the final report should be allocated to named individuals with appropriate due dates for completion.

5.5.2
Details of the fraud should be added to the organisation’s loss register.  The following information is sometimes requested by the Charities Commission in respect of reported losses and so it may be advisable to note these on the register itself:

· Background details 

· Evidence that the misappropriation has ceased

· Date the matter was reported to the police

· Steps taken to recover the money

· Control weaknesses identified and steps taken to prevent a recurrence.

6 CLOSURE
6.1
Communication that the case has been closed

6.1.1
It is important that any decision to close the case is clearly documented and communicated to staff involved.

(a) The case may be closed for a number of reasons, including

· All action points that arose from the final report have been completed

· The Investigation Committee decides there is insufficient evidence to support the allegations

· The organisation does not want to incur any more costs investigating the case

(b) The decision to close the case and the reason for doing so should be documented by the person leading the investigation and should be added to the investigation file.

(c) The decision to close the case should be communicated in person to all staff involved. 

(d) HR guidance should be sought before communicating the decision to the individual under suspicion, or to the person who reported the fraud.

6.2
Archiving 

6.2.1
All documents associated with the investigation should be archived in a secure location with adequately restricted access.
6.2.2
Any redundant documents and papers, or duplicate copies, should be carefully shredded.
APPENDIX 1
CHECKLIST FOR INVESTIGATORS

(Note: This checklist makes reference to a Fraud Response Team. For smaller, less complex frauds, it may not be appropriate to establish a team. In this case, the Fraud Response Team may simply comprise the Chief Executive or the Finance Director, with the Head of Internal Audit).

	Checklist
	Initial/Date
	Comment

	A: Immediate Action

	Has the need for an investigation been established and confirmed by senior management/Fraud Response Team?


	
	

	Has the case been recorded in the Fraud Register?


	
	

	Has senior management/Fraud Response Team determined the following:-

· Who will lead the investigation

· Any necessary additional human resource to support the investigation

· Any immediate need for police involvement

· Date of next meeting, including review of the first investigation progress report

· Any additional support requirements, including: IT facilities; a secure room; a secure fax machine; dedicated phone; dedicated email address

· Any immediate need for legal advice

· Any immediate need for external technical support and advice

· Any immediate need to establish a media strategy

· Any immediate need to suspend staff and remove access to files, computers and buildings

· Any immediate need to conduct office searches

· Any immediate need to report the fraud externally, such as the Charity Commission


	
	

	Have the objectives of the investigation been documented and agreed?


	
	

	Have immediate actions to prevent further losses been considered?

Where appropriate, have these been put in place?


	
	

	Has the Chair of the Audit Committee been advised?


	
	

	B: The Investigation

	Has an investigation plan been prepared?


	
	

	Has this been approved by the Fraud Response Team?


	
	

	Have the objectives of the investigation been documented and agreed?


	
	

	Have secure facilities for holding evidence been arranged?

(Is access restricted to those staff working on the investigation? Do locks need to be changed?)


	
	

	Is any of the evidence in the form of computer data, transferable media, videotape?

Is there expertise in-house to handle such data? If not, has professional advice been sought?

Is the evidence being held in appropriate environmental conditions?


	
	

	Will any data/information be shared with other organisations?

If so, have data protection implications been considered?

Has a log been established of all data or information that has been shared (ie showing the nature of the data, the person and organisation that it was passed to, and the date)?


	
	

	Do all staff working on the investigation understand the need for great care when handling original documents?

Are documents stored in protective folders? Are the folders appropriately labelled?

Has one person been assigned responsibility for maintaining original documents held?

Has a log been established to show where original documents were obtained from, how they were obtained, the date, and by whom? Does the log show details of all those who subsequently handled the documents?


	
	

	Has the investigation team considered all external sources of evidence and information (eg, register of electors, companies house, Charity Commission, internet, Government bodies, peer organisations, suppliers etc)?


	
	

	Have any staff under suspicion been allowed to remain at work?

If so, have additional monitoring arrangements been put in place (eg to monitor movements, IT usage, email/internet usage etc)?

Are all staff involved in such monitoring fully aware of the requirements of RIPA?


	
	

	For all staff under suspicion, has the following action been considered:-

· suspension from work?

· review of personnel files, to check references, qualifications etc)?

· a search of work area?

Where documents and other items have been seized, has a full list of these been prepared?
	
	

	Are interviews with suspects and witnesses planned?

Do all staff involved in the conducting of such interviews fully understand the principles of PACE?

Has legal/police advice also been sought?

Has the approval of senior management been provided?

Where tape recorders are to be used, are staff fully conversant with the requirements of PACE Code E?


	
	

	Are contemporaneous notes properly maintained and held on file?


	
	

	Has one person been assigned responsibility for liaising with the police?

Will the case be reported to the police?

If so, has an evidence pack been prepared for the police? Does the pack contain a succinct summary of the fraud and copies of any key documents?

Have the Crime Prevention Unit been consulted?

Has a record been established of all contacts with the police, including the details of officers involved in the case and any crime reference numbers?

Has a photocopy been retained of all papers passed to the police?


	
	

	Has a chronological record of all events been established?


	
	

	Has a list of all contacts been established?


	
	

	Has an emergency contact list been prepared and distributed?


	
	

	Have communication protocols been established (both internally and externally)?
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